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CtaHaapTbl B MHGOPMALMOHHOM Be3onacHOCTH

CTaHAapT - JOKYMEHT, B KOTOPOM B HeJisIX T0OPOBOTBHOTO
MHOT'OKPATHOTO UCITO/Ib30BAHUS YCTAHAB/IMBAIOTCS XapAKTePUCTUKHA
MPOAYKLWHY, TIPAaBUJIa OCYLLECTBAEHHUS U XapPaKTEePUCTHUKH NPOLLeCCOB
MIPOU3BOJCTBA, SKCIIyaTalluU, XPaHEHW I, TIePEBO3KH, pea/IM3aluu U
YTUIW3alluH, BBITIOJTHEHUS pPa0OT WIU OKa3aHus ycuyTr. CTaHzapT
MOXXET 33/IaBaTh U IpyTrye TpeOOBaHUS — HAIIpUMeED, K CHMBOJIKE UJTH
TEPMHHOJIOTUU.
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PykoBogsiiue noxkymenTsl (P/l) loctexxkomuccuu Poccuu meiicTByIOT 1
AKTUBHO M CIOJIb3YIOTCS NP MPOBeIeHUU CepPTUPHUKAIIUHN CPEJICTB
3anIuThl HHGopMaruu B cuctemax ceprudpukanuu PCTIK Poccun,
Muno60ponbl Poccun, a Tarxoke B psifie T0OPOBOBHBIX CUCTEM
cepTUPUKALIUU.

Cranmapt [OCT P UCO/M3K 15408-2002, 60/1ee n3BECTHBINA KaK
«O01IMe KpUTepun», IeUCTBYET U IPUMEHSIETCS TIPU IPOBeJeHUH
cepTUPHUKAIINY CPEACTB 3alIUThI, He TpeHa3HAYeHHBIX 15T paOOTHI C
nHOPMAIIHeH, COCTaBIAIOIIEN rOCyJapCTBEHHYIO TaliHy. B
nepcrieKTuBe npezmnonaraercs otkas ot P/ loctexkomuccuun Poccyuu n
TTOTHOIIeHHBIN Tlepexos K «OOIMM KpUTeprUsiM» KaK e ITHHOMY
OLLeHOYHOMY CTaHZAPTY.

Kpunrorpadpuueckue crangaptsl (TOCT 28147-89, TOCT 3410-2001,
['OCT 3411-94) SBASIOTCS 00sI3aTETLHBIMHU /ISl IPUMEHEHUS B
CHCTeMax 3alIUThl MTHPOPMAIIUH, TIO3UIMOHHUPYEMbBIX KaK CPeCTBA
KPUINTOTPaPpUIE€CKOM 3alHTHI.

Ynpasnendeckue ctavZapThl [SO 17799-2005 u [SO 27001-2005 B
HacTosilee BpeMs He UMeloT B PP opuiimanbHOrO craryca.
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«OpaHKeBaa KHUra»

CranaapT «Kputepuu o1jeHKU OBEPEHHBIX KOMITbIOTEPHBIX crcTeM» (Trusted
Computer System Evaluation Criteria), 60/ee naBecTHbIi Kak «OpaHkeBast
KHUTa», 6bUT pa3pabotad MunauctepctBoM O60oponsl CLIA B 1983 T. 11 cTan
NepBbIM B UICTOPUH OOLIEIOCTYITHBIM OLIEHOYHBIM CTaHIAPTOM B 00/1aCTU
MHPOPMAIIMOHHOM 6€30TTaCHOCTH.

CTpyKTypa Tpe6OBaHUI:
1. [lomuTuka 6e30macHOCTH:

1.  Cucrema o/mKHA MOAAEPKUBATH TOYHO ONpeeTeHHYIO TTOTUTUKY
6e3omacHOCTH. BO3MOXXHOCTB ToCTyTa CyO'BEKTOB K 00 beKTaM JI0/DKHA
onpenensaThCsS HA OCHOBAHWM MX UIeHTUPUKAIIUU U Habopa MpaBUI
ynpaBieHus goctymnom. [To mepe He0OX0ZUMOCTH JODKHA
VICITO/Tb30BAThCSI MOJIUTUKA MAaHAATHOTO YIIPABIEHHUS JOCTYIIOM.

2. C o6beKTaMu JODKHBI ObITh ACCOLIMUPOBAHBI METKH 0€30MMaCHOCTH,
VICIIO/Tb3yeMble B Ka4eCTBe UCXOTHOU HHPOPMALIUH AJIs TPOLIEAYP
KOHTpOJIS focTtyna. [lns peann3aumy MaHZATHOTO YIIPABIE€HUS ZOCTYIIOM
cucCTeMa JO/DKHA 00eCreYrBaTh KaXZ0MY 00beKTY HaOOp aTprOyTOB,
onpezesIoIUX CTeleHb KOHPUIEeHITUATbHOCTH 00BEKTa U PEXKHUMBI
DOCTYTIa K 3TOMY OO'BEKTY.
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2. IlomoTyeTHOCTH

1. Bce cyOBbeKThI JOHKHBI UMeEET yHUKa/IbHbIe HeHTHPpHKaTopbl. KOHTpOIH
AOCTYTIA JO/DKEH OCYILeCTBASTHCS HA OCHOBE UAEHTUPUKALIUU CYObeKTa
M 00'bEeKTA JOCTYTA, ayTeHTUPUKALMHU Y TIPABUJI Pa3TrPaHUYEHUST
noctytma. /laHHble, UCMOIb3yeMble sl UAeHTUPUKALUU U
ayTeHTHU(PpUKALUH, JODKHBI ObITh 3aIIUIIEHbI OT
HECAHKIIMOHUPOBAHHOTO AOCTYTA, MOTUPUKALIMU Y YHUUTOXXEHUS U
IO/DKHBI OBITh ACCOLMMPOBAHbBI CO BCEMHU AKTUBHBIMU KOMITOHEHTaMU
KOMITBIOTEPHOM CUCTEMbI, QYHKIIMOHUPOBAHKE KOTOPhIX KDUTUYHO
CTOYKHY 3peHUs 0e30MaCHOCTH.

2. /Jlns onpeneneHUs CTeIEHU OTBETCTBEHHOCTH TT0/Ib30BATEIS 3a JeMCTBUS
B CHICTEMe, BCe TPOUCXOsIIYe B Hell COOBITHS, UMeIoIre 3HaYeH e
CTOYKH 3peHHsI 0€30MaCHOCTH, JO/DKHBI OTC/IEXKHUBATHCS U
PervucTPpUPOBATHCS B 3AIIUIIIEHHOM ITpoTOKose. CHcTeMa perucTpanuu
ZOJDKHA OCYIIeCTB/ISITh aHA/IU3 OOIIIEro MMOTOKA COOBITHI U BBIZIE/IAT U3
HEero TOJIbKO Te COOBITHS, KOTOPbIe OKAa3bIBAIOT BIMSIHUE HA
6e30macHOCTh. [IpoTOKO/ COOBITHI TO/MKEH ObITh HAZEXHO 3aLTUILIEH OT
HEeCAHKIIMOHHUPOBAHHOTIO AOCTYTa, MOAU(PUKAIIUH U YHUYTOXKEHHUSI.
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3. [TapanTum

1. CpepncTBa 3alMThI JO/DKHBI COIEPXKaTh He3aBUCHUMbIE arllapaTHbIe UTH
IpOrpaMMHbIe KOMITOHEHTHI, 00ecreuynBalolie paboToCIIOCOOHOCTh
$YHKIMH 3a1UTHI. ITO O3HAYAET, YTO BCE CPEJCTBA 3aILMTHI,
obecrnieynBaIMe MOTUTUKY O€30MaCHOCTH, yIIpaB/ieHre aTpUOyTaMH U
MeTKaMH 0e30TIaCHOCTH, PErUCTPALIUIO U YUYET, JO/DKHBI HAXOAUTHCS O],
KOHTPOJIEM CPEJICTB, TPOBEPSIOIINX KOPPEKTHOCTD UX
¢yHkuronupoBanus. CpeacTBa KOHTPOJISI JODKHBI ObITh TOTHOCTHIO
HEe3aBUCHUMBbI OT CPeZCTB 3aIIMTHI.

2. Bce cpeacTBa 3alUTHI TO/DKHBI OBITH 3aIIUIIEHBI OT
HeCAaHKLIMOHWPOBAHHOTO BMeIlIaTe/IbCTBA U OTK/IIOYEHUSI, MPUYEM 3TA
3allIMTa JO/DKHA OBITH MOCTOSTHHOM M HelIPEPhIBHOU B JIIOOOM peXXrme
OYHKIIMOHUPOBAHUS CUCTEMBI 3aIIIATHI 1 aBTOMATHU3HUPOBAHHOM
CHCTeMBI B 11e/10M. JJaHHOe TpeboBaHMe paCIIpOCTPAHSIEeTCsI Ha BeCh
YKU3HEHHBIN LIMKJI aBTOMaTU3UPOBAHHOU CUCTEMBI.



Knaccbl 3amieHHOCTH

A — coOepXnT eanHCTBEHHbIN Knacc Al.
B — conepxuT knaccel B1, B2 n B3.

C — cogepxut knaccol C1 n C2.

D — cogepXuT eanHCTBEHHbIN Krnacc D1.

Tpebyembln ypoBEHb 3aLLMNLLEHHOCTU CUCTEMbI BO3pacTaeT OT
rpynnbl D k rpynne A, a B npegenax o4gHou rpynnbl — C yBENMUYEHUEM
HoMepa Knacca. Kaxabin Krnacc xapaktepusyeTca onpeneneHHbIM
domkcupoBaHHbIM HAabopoM TpeboBaHUM K nogcucteme obecrnevyeHus
NHOopMaLMOHHON Be3onacHOCTH, peanun3oBaHHom B AC.



KpaTKne xapakTepUCTUKMN KIaccoB

l.  T'pynna D — MMHMManbHaga 3awmTa.

K AaHHOM KaTeropmm OTHOCATCSH T€ CUCTEMBI, KOTOPbIe ObINn
npeacTaBrnenbl Ans ceptudoukaumnm no TpedboBaHUAM OOHOro 13 bonee
BbICOKMX KNMacCOB 3aLLUULLEHHOCTN, HO HE NPOLUIIN UCTbITaHUS.

II. Tpynna C - guckpeumoHHaga 3awmTa.

[aHHasga rpynna xapakTepusyeTcst HanM4meM OUCKPELIMOHHOTO
yrnpaBreHusi AOCTYNOM U permctpauumn gencTBui cyobLeKkToB.

» Knacc C1 — puckpeunoHHas 3awmrta: Cucrema BknrodvaeT B cebs
cpeacTBa KOHTPONSA M yrpasreHna 4OCTYNoM, No3BoMnsALLne 3agaBaTtb
orpaHM4eHus ans otaenbHbiX nonb3oBatenen. Knacc C1 paccuntaH Ha
OLHOMONbL30BAaTENLCKNE CUCTEMbI, B KOTOPbIX OCYLLECTBNSETCS
coBMecTHad obpaboTka AaHHbIX O4HOro YpOBHSA KOHUOEHUNANbLHOCTH.

» Knacc C2 — ynpaBneHue goctynom: Cucrema obecneumBaet bonee
n3bupaTtesibHoe yrnpasrieHne OOCTYNOM MyTEM MPUMEHEHUNSA CPELCTB
NHONBUAYANbHOIO KOHTPONS 3a 4ENCTBUSAMU MOnb3oBaTesien,
pernctpaunmn, y4éta cobbiTU 1 BblAENEHUsS peCcypCcoB.
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[pynna B — maHgaTtHas 3awuTta. Cucrtema obecnevnBaetT maHgaTHoe
ynpasfieHMe OOCTYNOM C UCMOSib30BaHNEM METOK Be3onacHOCTH,
noaaepXKy Moaenu u nonnTukn 6esonacHocTu. lNpeanonaraetcs
Hanuine cneundukaunm Ha byHKUMK aapa 6e30nacHoOCTu.
Peanunayetca KoHUeNUMS MOHUTOpa Be3onacHOCTU obpalleHun,
KOHTPONMPYIOLLIErO BCE COOLITUSA B CUCTEME.

»  Knacc B1 - 3awyuta ¢ npuMmeHeHMeM MeTOK 6e3onacHocTu: [lommmo
BbINOSIHEHNA BCeX TpeboBaHui K knaccy C2, cuctema OosmkHa
nogaepKmBaTtb MapKUPOBKY AaHHbIX U MaHOaTHOe ynpaBneHne OOCTYMOM.
[Tpn akcnopTe U3 cMctemMbl MHpoOpMaUKMs OOMKHA noaBepraTbCcd
MapKUpPOBKeE.

»  Knacc B2 — cTpykTypupoBaHHas 3awmTa: Aopo 6e3onacHoOCTn OOSMKHO
nogaepxuBaTb popmMaribHO onpeaen€HHy0 N YETKO AOKYMEHTUPOBAHHYIO
mogenb 6e3onacHoOCTH, NpegycMaTpuBatoLLyto ANCKPELIMOHHOE U
MaHAaTHoe yrnpaBneHue AOCTYNOM, KOTOpOe pacnpoCTpPaHSETCH Ha BCe
CyObekTbl. [JofmKEH OCYLEeCTBNATLCA KOHTPOSb CKPbIThIX KaHanos
nepenayn nHdopmauuun. B cTpykType saapa 6e3onacHOCTU OOMKHbI ObITb
BblAeNneHbl ANEMEHTbI, KPUTUYHbIE C TOYKMN 3peHna 6e3onacHoOCTW.
NHTepdenc sapa 6esonacHOCTM JOMKEH BbITb YETKO ONpeaesniéH, a ero
apxXuTeKTypa n peanu3aumsa SOMMKHbl ObiTb BbIMOMHEHbI C YY4ETOM
BO3MOXXHOCTM NMPOBEAEHUSI TECTOBbLIX UCMbITAHWUI. YNpaBrneHune
6e30nacHOCTbIO JOMKHO OCYLLECTBNATLCA agMUHUCTPATOPOM
BGesonacHocTw.
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» Knacc B3 — npomMeHbl 6e3onacHocTu: Aapo 6e3onacHoOCTU OOMKHO
nogaepXuBarb MOHUTOP 6e30nacHOCTU ODpaLLEHNIN, KOTOPbIN
KOHTPOSNMPYET BCE TUMbI AOCTYNa CyObEKTOB K 0ObeKTaM MU KOTOPbIN
HEBO3MOXHO 060MTU. AQpo Be30MacHOCTN COAEPKNUT UCKITIOYUTESNTBHO
NoACUCTEMbI, OTBEYaroLLMe 3a peann3aunio PyHKUNN 3alUunThl, U
ABNAETCHA JOCTAaTOYHO KOMMAKTHbIM ANs obecnevyeHmns BO3MOXHOCTH
adphdhekTMBHOIo TectupoBaHma. CpeactBa ayauTta OOSKHbI BKIIOYaTb
MEXaHNU3Mbl ONOBELLEHUS agMUHUCTPaTopa O COBLITUSAX, UMEIOLLNX
3HadeHne ans 6esonacHocTn cnctembl. Heobxoanmo Hanuune cpeacTs
BOCCTaHOBJIEHMSA PabOTOCNOCOOHOCTN CUCTEMBI.

V. T['pynna A — BepudmumpoBaHHasa 3awmTa

[pynna xapaktepusyeTtcs npumMmeHeHnem popmMarbHbIX METOL0B BepuUdmrKaLuum
KOPPEKTHOCTN (PYHKLMOHNPOBAHNA MEXAaHU3MOB yrpaBrieHns 4OCTYNoM.
TpebyeTtcs gononHUTENbHAA OOKYMEHTaUUs, AEMOHCTpUpYyoLWas, 4to
apxuTekTypa u peanusaumsa sgpa 6e3onacHoCTM oTBeYaeT TpeboBaHMAM
B6esonacHocTn. PyHKUMOHarnbHble TpeboBaHNA coBnagatoT ¢ knaccom B3,
OQHaKO Ha Bcex aTanax paspabotkn AC TpebyeTtcsa npumeHeHne hopmanbHbIX
METOLOB BeEpUPUKaALNUM CUCTEM 3aLLUNTHI.
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Pykosogsauwmne nokymeHTbl PCTIK Poccuu

OCTIK - PenepanbHas cayx0a Mo TEXHUIECKOMY U AKCIIOPTHOMY KOHTPOJTIO.
[lepeyeHb HEOOXOAMUMBIX JOKYMEHTOB:

e 3amyTa OT HECAaHKIIMOHHUPOBAHHOTO AOCTyNa K ”HPopMariuu. TepMuHbI 1
omnpezeeHus.

e KoHuenuust 3alUThI CPeICTB BEBIYUCTUTETbHON TEXHUKHU U
aBTOMAaTU3MPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOTO AOCTYTa K
nHOpMaLIIU.

e ABTOMaTU3HWPOBaHHbIE CUCTEMBI. 3al[ATa OT HECAHKLIMOHUPOBAHHOTO JOCTYTIA
K nadpopmanmu. Knaccudurkamysi aBToMaTU3MPOBAHHBIX CUCTEM U TPeOOBAHUS
1o 3amuTe MHGOPMAIIHH.

e (CpepncTBa BBIYMC/IUTEIBHOU TEXHUKU. 3alTa OT HECAHKLIMOHUPOBAHHOTO
nocTyna K nuHpopMmanuu. [TokazaTenu 3auUIIEHHOCTH OT
HEeCAHKLIMOHHUPOBAHHOTO JOCTYTA K MHGOPMAIIHAH.

e (CpexncTBa BBIYMC/IUTE/IBHOU TeEXHUKU. MexXceTeBble SKpaHbl. 3alliMuTa OT
HEeCAaHKIIMOHUPOBAHHOTO JOCTyTa. [ [okasaTenu 3auiuiiéHHOCTHA OT
HEeCAaHKIIMOHHUPOBAHHOTO AOCTYTIA K UHPOPMAIIUH.

e 3amyTa OT HECAHKLIMOHUPOBAHHOTO JOCTYMA K HHPopManmu. YacTs 1.
[IporpammHOe obecriedyeHre cpecTB 3amnThl HHGopMarnu. Knaccndpukaums
10 YPOBHIO KOHTPOJISI OTCYTCTBHS HeJJeKJIaPUPOBAHHBIX BOBMOXKHOCTEM.



Tembl LOKNaa0B

YrpaBieHue JOCTYIIOM

[lopgenka TOKYyMEHTOB

KommiekcHbie MephI 110 3a11uTe MHGOPMAITUU
[Tpeogonenue 3amuThl THPOPMALIUU

JJ/IeKTpOHHasl TMOAIHCh

3amyTa "HGOPMAIUHY TUIHOTO XapaKTepa
MuadopmarimonHas 6€30MmacHOCTb

CpencTBa obecrieyeHrss HTHGOPMAIIMOHHON 0€30TTaCHOCTH

McToprsi BOSHUKHOBEHUS U pa3BUTHS HHOPMAIIMOHHOM
0e30IaCHOCTU

[TpaBoHapy1eHust B 00/1aCTH 3aMUIIEHHBIX CUCTEM

[TpakTHyeckue Mepbl 3aUIUThl THPOPMATINU

[TporpamMmsI ¢ MOTEeHIIWAILHO OMACHBIMU TTOC/IeACTBUsIMU (Bupychr).
YnpaBneHue 6€30MacHOCTHIO

JlunieH3MpoBaHUe U cepTUPHUKALUS B 00/1aCTH 3N THI MTHGOPMaLIUH



